Cifrar el contenido de una
comunicacion por TCP en
PowerShell utilizando
Cryptographic Message Syntax

Servidor

[crayon-6a619f69ablac377806019/]

Cliente

[crayon-6a619f69ablbl1361966778/]
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1 ##Client #é#server

STepClient = New-Object System.Net.Sockets.TcpClient([IPAddress]”127.0.0.1", "2050"

ner = New-Object System.Met.Sockets.Tcplistener (New-Object System.Net.IPEndPoint[I
ner.start()

Sstream = New-Object Sy

eanbiriter STcpClient.GetStream()

eam = (New-Object System.I0.StreamReader Listener. AcceptTepClient(). Getstream(}))).Re

# Enviar mensaje cifrado #Para descifrar el mensaje es necesario tener el certificado
: esusninoc. con 11/20/imports-certificates-and-private-keys-from-a-personal-info
T

W e W

# Crear un certificado para firmar ] mensaje
10 # https://wew. jesusninoc. com/11/18/exports-a-certificate-to-a-personal-information-
11 Scert New-SelfSignedCertificate -DnsName jesusninoc3445122 -CertStorelocation "Ce

eam > cifradopa de;t frar.txt
je = unprotect- cmsvessaga —path cifradoparadescifrar. txt

ensaj
"Texto descifrado: Smensaje’

12

13  # Encrypts content by using the Cryptographic Message Syntax format $TepListener. stopQ)l
14 “hola”  Protect-CmsMessage -To cn=jesusninoc3445122 -OutFile secret.txt - :

15 Sval-[string] (Get-Content secret.txt)

16  S$stream.Write($val)

18 $stream. Dispose()

# RTTPS: //wwbi. ] ESUSINOC. COM/11,/20/ 1MPOFtS-CErtit cates-and-private-keys-rom-a-personal-1ntormatiol

i EES TEEE ErED unpmte:(-(mruesrage —Pa(h cifradoparadescifrar.txt
ip - - "Texto descifrads s
# Crear un certificado para firmar el mensaje (TSI e
# https://waw. jesusninoc. com/11/18/exports-a-certificate—to-a-personal-information- sTcpListener. StopO)

= r ads

$cert = New-5elfSignedCertificate -DnsName jesusninoc3445122 - t5Storelocation Texto ci -BEGIN CMS: — MIIBpAYIKOZIhvcNAQCDOIIR] TCCAZECAQAXQGFMMIIBSATEADANMBWXG
JAYBgNVEAMMEWD1C3Vz bm]ub2MzNDQIMTIyAhAINNSDYYOX]0 10Uz UHdSKMAOGC 5qGSTh3DQEBEZ AABT IEAH3ad tuG

# Encrypts content by using the Cryptographic Message Syntax format €EIp ZFKGISEwWY41bCEDE+XMd /AgMNIWFXZ+F g+ X eEGAUtD caC30pSsvnaM 1 UyVg4KaLgAZXWR pFWCHS 15d6ICSRI7

“hola” | Protect-CmsMessage —To cn—jesusninoc3445122 -OutFile secret.txt RApEKTIPTinNOYAS JnejUHUTS GITCYFAEWT JH7VEAX TNVAh XMdn TMZRHQKEpj9dbiu Hwrz 8hy10bjDThKEZOF+HWRW1P

$val=[string] (Get-Content secret.txt) yayiXUBSOX0s IwcKUTZ UKeb615IFkv7 /yYb+FhzzwUBmgydRDOE US3GHWW1W40LtIsThbYd] 65Yibwjr2vtUYPLmOVIO

$stream. Write($val) 80BHCBUUSE+IKDMSPGIXCVIS7/2EFUU103G 7qQyvInL1zhUPVmLD 661 TMXTEWSWPAY JKOZ Ihy CNAQCEMBOGCHCGSAF
1AWQEKQQIZDUbLNSDZ0t COyDk2q4G64ANS] thPhcPUZXRANXIGPD5 Tw=

Texto descifrado: ho

$stream.Dispose()
PS Cz\Users\juarm>

PS5 C:\Users\juan>

Completado Lin. 18 Cal. 18 100% .| Completado Lin. 15 Col. 20 90 %
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