Check 1f a text has been
modified during transmission
(using MD5)

Server
[crayon-6a61881c6b03e545729255/]

= Windows PowerShell ISE - B
Archive Editar Ver Herramientas Depurar Complementos Ayuda

& H o4& B X» 9 > & B | w & B mo| &

Sin titule1.ps1* X &
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2 FxLerver
3 e R R e L S 3
4 Sport=2021
5 fendpoint new-object System.Met.IPEndPoint ([IPAddress Any, $port)
& fudpclient=new-0Object 5Swstem.MWet.Sockets.UdpClient fport
7 fcontent=%5udpclient. Receive([ref]fendpoint)
8 fconvert=[Text.Encoding ASCIT. Get5tring{fcontent)
g fzpli=%convert.Split{“=")
10
11 fval=Sspli[1
12
13 F#D5
14 fresultl=""
15 fcryptoServiceProvider System. Security.Cryptography. MDSCryptoServiceProvider];
16 new-object ScryptoServiceProvider
17 fhashBytelrrayvl fhashATgorithm. ComputeHash([Char Sval);
158 foreach(fbyte in fhashByteArrayl) { Sresultl “roaxz21o thyvte}
19
20 it ($=pli[0 fresultl)
21
22 | Write-Host "Text unchanged, same source and destination"
23 | Write-Host "MD5 =source”™ + 5spli[0] + "MD5 destimation” + Sresultl
24 |}
25 else
26 Ei
27 Write-Host "Text changed, isn't the same in the source and destination”
28 Write-Host "MD5 source”™ + fspli1[0] + "MD5 destination” + Sresulil
29 |}
30
31 Sudpclient.Close()]

fudpclient.Close()

Text unchanged, same source and destination

MD5 source + 4D186321C1A7FOF354B297E8914AB240 + MD5 destination + 4D186321C1AFFOF354E
297E8914AB240
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2 #£Client
3 b e i o e
4 Sport=2 'Cl 2 1
5 fendpoi new-object Svstem.MNet.IPEndPoint ([IPAddress Loopback ., $port)
& S.:ﬂc"ﬂnt new-Object Systew.ﬂct.53c<et5.hdpc1ient
g tval="hola"
10
11 . )
12 v1de System. Security. Cr:JtﬂB aphy.MDSCryptoServiceProvider];
13 new- Dh ect fcryptoServiceProvider
14 vtedrray h rith CamputeHach{ Ch= 5 a'];
15 Foreach( P, wl) { Sresultl I XE thyvte}
16
17 #Bad solution
158 fenviar=%iresultl. To5tring() Sval
20 cb1ng ASCIT. GetBytes(fenvia TDStr1ng(j]
21 fudpclient. Send({5h, fb. Tength, Sendpoint)

Tose()

$val="hola"

#MD5

Sresultl=""
ScryptoServiceProvider
$hashATgorithm new-object $cryptoServiceProvider
fhazhByteArrayl = $hashAlgorithm. ComputeHash{[Char
foreach(fbyte in fhashByteArrayl) { Sresultl +=

#Bad solution
Senviar=fresultl. ToString()+

L ]

+5val

$b=[Text.Encoding] :
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32=

P5 C:'\Windows'System
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“I0:x2}" —f

[System. Security.Cryptography. MD5CryptoServiceProvider];

[11sval);
fbytel

:ASCITI. GetBytes (fenviar.Tostring())
$bytessent=%udpclient. 5end(%b, $b. 1ength, $endpoint)
Sudpclient.Close()
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