Cifrar el trafico entre un
cliente y un servidor
mediante el protocolo TCP/IP
con un certificado X509
autofirmado en PowerShell

Servidor que envia un mensaje
cifrado al cliente

Utiliza wun certificado X509 generado anteriormente
https://www.jesusninoc.com/11/18/exports-a-certificate-to-a-pe
rsonal-information-exchange-pfx-file/

[crayon-6a618b5c4fb66444557742/]

Cliente que recibe un mensaje
cifrado de parte del servidor

Utiliza wun certificado X509 generado anteriormente
https://www.jesusninoc.com/11/18/exports-a-certificate-to-a-pe
rsonal-information-exchange-pfx-file/

[crayon-6a618b5c4fb6c572701545/]
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1 $Certificate = $null

2 §TcpClient = New-Object -TypeName System.Net.Sockets.TcpClient

3

4 $TcpClient.Connect("127.0.0.1", "1234")

5  $TcpStream = §TcpClient.GetStream()

6

7 $SsliStream = New-Object System.Net.Security.SslStream $TcpStream, $fals

8

9  §Sslstream.AuthenticateAsClient ((New-Object System.Security.Cryptograph

10

11  $Certificate = $Ssistream.RemoteCertificate

12

13 3if (SCertificate) {

14 = if (§Certificate -isnot [System.Security.Cryptography.X509Certifica

15 $Certificate = New-Object -TypeName System.Security.Cryptograph

16

17

18 Write-Output $Certificate

19

20

21  Smensaje = New-Object System.IO.StreamReader $SslStream

22 Smensaje.ReadLine()

23

24  §Sslstream.Dispose()

25 §TecpClient.Dispose()

Subject

4D3935F7 204A35FCBOF2C3E345F 3A8E319DDD3C2  CN=jesusninoc
ola

PS C:\Users\juan:>

Completado Lin. 87 Col 19 115%
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1 Scertificate = New-Object System.Security.Cryptography.x509Certificates.xsC
2 Jport = "1234"

3

4 $§TcpListener = [System.Net.Sockets.TcpListener][int]iport

5 §TcpListener. start()

6

7 §Tcpstream = $TcpListener.AcceptTcpclient()

8 $ssistream = New-Object system.Net.Security.Sslstream $Tcpstream.Getstream(
] §ss1stream. authenticateasserver (§Certificate, $false, [system.Security.Auth
10
11  $mensaje = (New-Object system.IO.Streamwriter $sslstream)
12 $mensaje.write("hola™)
13 $mensaje.Dispose()
14
15 $TcpListener. stop()

$TcpListen
$TcpListen

$Tcpstream
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$mensaje
$mensaje. w
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$TcpListen

P5 C:\User

Completado

s\juan> §Certificate — New-Object System.Security.Cryptography.x509Cert]
234"

ler = [System.Net.Sockets.TcpListener][int]$port
ier . start ()
$TcpListener. AcceptTcpClient ()
New-Object System.Net.Security.Ss1Stream $TcpStream. Getstream(), $fa
. AuthenticateAsserver ($Certificate, $false, [System.Security.Authenti
(Ney bject System.I0.Streamwriter $5s1stream)
rite("hola™)
ispose()
er . stop()

s\ juan:>
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