Enviar una cadena segura
(System.Security.SecureString
) entre un cliente y un
servidor cifrando la
comunicacion mediante el
protocolo TCP/IP desde
PowerShell wutilizando un
certificado X509 autofirmado
creado desde OpenSSL

Servidor que envia una cadena
segura cifrando la comunicacion

Utiliza wun certificado X509 generado desde OpenSSL
https://www.jesusninoc.com/03/13/crear-un-certificado-pfx-con-
openssl-desde-powershell/

[crayon-6a619697dca39589798571/]

Cliente que recibe una cadena
segura

Utiliza un certificado X509 generado desde OpenSSL
https://www.jesusninoc.com/03/13/crear-un-certificado-pfx-con-
openssl-desde-powershell/
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STcplistener = [System.Net.Sockets.Tcplistener][int]$port
$TepListener.start()

STcpStream = STcpListener.AcceptTepClient()
§5s1Stream = New-Object System.Net.Security.SslStream
$ssistre Authenticateasserver ($Certificate, alse,

$Tcpstrean. GetStrean() ,

smensaje = (New-Object System.I0.Streamiriter $Ss1Stream)
# Enviar password seguro

Svar = (Get-Credential).Password | ConvertFrom-SecureString
smensaje.Write(§var)

smensaje.Dispose()

sTepListener.Stop()

Smensaje = (New-ODJect System.IO.StreamWriter $5siStream)
# Enviar password seguro
jvar = (Get-Credential).rFassword | CONvertFrom-Securestring
$mensaje.write($var)

$mensaje.nispose()

$TcpListener. Stop()

amdler Ger-Credential en la posicién 1 de la canalizacién de comandos
Proporcione valores para los parametros siguientes

PS5 C:\Users\juan>
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= New-Object system.Ssecurity.Cryptography.xsoocertificates.xsoscertificatez(,"c:

sfalse,

({sTrue

[system.Security.Authentication. ss1Prot
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§Tcpstream =

B N T P

sTcpclient. getstream()

5

6

7 $sslstream = New-Object System.Net.Security.Ss1stream $TcpStream, $false, (
g

9

§ss1stream. Authenticateasclient ((New-Object sSystem.Security.Cryptography.

11  Scertificate = §ssistream. RemoteCertificate

13 Fif (Scertificate) {

14 if (Skertificate -isnot [System.security.Cryptography.x509certificates
15 icertificate = New-Object -TypeName System.Security.Cryptography.
16

17

1 write-output $certificate

19 |}

20

21 $mensaje = New-Object system.IO.streamReader $sslstream

22

23 fcredenciales = f§mensaje.ReadLine() | ConvertTo-Securestring

24

25 $BSTR = [System.Runtime.Interopservices.marshal]::securestringToBsTR((Screc

26 $Plainpassword = [System.Runtime.Interopservices.Mmarshal]::PtrTostringauto(
27 $plainpassword

29 $ssistream. Dispose()
30 $Tcpclient.Dispose()

§Tcpclient. pispose()
Thumbprint subject

D34C0O5F72C8AB9203F22D3A5D4EBCASECS3FEDIS C
pas1234

. jesusninoc. com, ou=Domain con...

PS C:\Users\juan>
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