Analisis de 1magenes con
Wireshark

Pasos necesarios para analizar imagenes con Wireshark:

= Enviar una imagen entre un cliente y un servidor

= Capturar el trafico de red entre el cliente y el
servidor

= Analizar y filtrar el trafico capturado

Enviar una 1imagen entre un cliente
y un servidor

Cliente que envia la imagen al servidor:

Enviar imagen mediante una funcién en PowerShell
[crayon-6a618861d8b5c458366096/ ]


https://www.jesusninoc.com/03/14/analisis-de-imagenes-con-wireshark/
https://www.jesusninoc.com/03/14/analisis-de-imagenes-con-wireshark/

1 HxD - [DA\power\video\capturas2\1.bmp] — =
i Archivo Edicién Buscar Ver Andlisis Extras Ventanas 7 = || =

2 M 3 =R v|| ANl v | hex v

& 1bmp | g filebmp | & 2.bmp

Offset(h) 00 01 02 03 04 05 06 07 08 09 OR OB OC OD OE ~
00000000 A7 02 00 00 00 00 00 36 04 00 00 28 EUES...... G|
00000C0F 00 00 00 EO 01 00 00 68 01 00 00 01 00 08 00 ...&...H.......
00000C01E 00 O0 OO0 OO0 00 A3 02 00 00 00 00 00 00 00 00 ..... Eoiaen
00000020 00 O0 00 OO0 OO0 00 00 00 00 00 00 00 00 00 00  +uevevevenrnnns
0000003C 24 00 00 OO0 48 00 00 00 6C 00 00 00 90 00 00 $...H...l......
00000048 00 B4 00 00 00 D8 00 00 00 FC 00 00 24 00 00 . ...@...d..%5..
000000SE 00 24 24 00 00 24 48 00 00 24 &C 00 00 24 90 .$5..8H..51..%.
00000069 OO0 00 24 B4 00 00 24 DE 00 00 24 FC 00 00 48 ..$°..%@..%d..H
00000078 00 00 00 48 24 00 00 48 48 00 00 48 &C 00 00 ...HS..HH, .H1..
00000087 48 90 00 00 48 B4 00 00 48 D8 00 00 48 FC 00 H...H ..H@..Hd.
00000096 00 6C 00 00 00 6C 24 00 00 &C 48 00 00 6C 6C .1...1%..1H..11
00000COAS 00 00 &C 90 00 00 &6C B4 00 00 6C D8 00 00 6C ..1...1°..1@..1
000000B4 FC O0 00 90 00 00 00 90 24 00 00 90 48 00 00 fH....... £...H..
000000C3 90 6C 00 OO0 S0 90 00 OO0 S0 B4 00 00 90 D8 00 .l....... - R
000000D2 00 90 FC 00 00 B4 00 00 00 B4 24 00 00 B4 48 ..d.. ... §..°H
000O0OCEL 00 00 B4 6C 00 00 B4 90 00 00 B4 B4 00 00 B4 ..°l.. ... ..~
00000CFD D& 00 00 B4 FC 00 00 DE 00 00 00 D8 24 00 00 .. d..8...85..
OODO0OCFF DE 48 00 00 D& &C 00 00 DE 90 00 00 DE B4 00 @H..@l..@...@°.
0000010E 00 D8 D8 00 00 D8 FC 00 00 FC 00 00 00 FC 24 .@@..@d..d...a%
00000110 00 00 FC 48 00 00 FC 6C 00 00 FC 90 00 00 FC ..dH..dl..d...d
0000012C B4 00 00 FC D& 00 00 FC FC 00 55 00 00 00 55 ~..4@..dd.U...0
00000138 00 24 00 55 00 48 00 55 00 &C 00 55 00 90 00 .$.U.H.U.1.U...
00000142 55 00 B4 00 55 00 D8 00 55 00 FC 00 55 24 00 U. .U.@.U.id.US.
00000159 00 55 24 24 00 55 24 48 00 55 24 6C 00 55 24 .USS.USH.USL.US
00000168 90 OO0 55 24 B4 00 55 24 D8 00 55 24 FC 00 55 ..U$°.U$@.USd.U
00000177 48 00 00 55 48 24 00 55 48 48 00 55 48 &C 00 H..UHS.UHH.UHL.
00000186 55 48 90 00 55 48 B4 00 55 48 D8 00 55 48 FC UH..UH'.UH@.UHi
00000195 00 55 &C 00 00 55 &C 24 00 55 6C 48 00 55 6C .Ul..U1$.U1H.UL
000001R4 6C 00 55 6C 90 00 55 6C B4 00 55 6C D8 00 55 1.Ul..Ul°.U1@.0
000001B3 &C FC 00 55 90 00 00 55 90 24 00 55 90 48 00 1d.U...U.$.U.H.
000001C2 55 90 &C 00 55 90 90 00 55 90 B4 00 55 90 D8 U.1.U...U. .U.@
000001D1 00 55 90 FC 00 55 B4 00 00 55 B4 24 00 55 B4 .U.4.U°..U°$.U°
00DO01ED 48 00 55 B4 6C 00 55 B4 90 00 55 B4 B4 00 55 H.U'1L.U°..U° .U
0O0D001EF B4 D8 00 55 B4 FC 00 55 D8 00 00 55 D8 24 00 ~“@.U 4.Ug..U@s.
0OODO01FE 55 D8 48 00 55 D8 &C 00 55 D8 90 00 55 D8 B4 UEgH.UEL.U@..Ug" w

Posicign: 0 Bloque: 0-2 Longitud: 3 Sobreescribir

Imagen enviada (Hex Dump)

Servidor que recibe la imagen que le envia el cliente:

Recibir la imagen mediante PowerShell
[crayon-6a618861d8b62640225344/ ]

Capturar el trafico de red entre el


https://www.jesusninoc.com/wp-content/uploads/2016/03/Imagen-enviada-Hex-Dump.png

cliente y el servidor

=]

Trafico capturado con Wireshark

Analizar y filtrar el trafico
capturado

A Follow TCP Stream (tcp.stream eq 0) = B

Stream Content

00000000 42 4d 36 c2 a7 02 00 00 OO0 00 00 36 04 OO0 00 28 BMG..... c.a Bl (
00000010 00 00 00 c3 a0 01 00 OO0 68 01 00 O0 O1 0D OB OO ........ ho.o.....
00000020 00 OO0 00 00 00 c2 a3 02 00 00 0O OO0 OO0 00 00 00 ........ .ou.unn
00000030 00 00 00 00 00 00 0D 0O OO0 00 00 00 00 OO0 00 24 ........ ... 5
00000040 00 00 00 48 00 00 00 6c OO0 OO0 OO0 c2 90 00 00 00 ...H...T ........
00000050 <2 b4 00 00 00 c3 98 00 OO0 00 c2 bc 00D OO0 24 00 ... .o vuunnn 5.
00000060 00 00 24 24 00 00 24 48 00 00 24 6c 00 00 24 c2 ..%5%..%H ..§1..5.
00000070 90 00 00 24 c2 b4 00 00 24 c3 98 00 00 24 c3 bc ...5%5.... §....§..
00000080 OO0 00 48 00 00 00 48 24 00 00 48 48 00 00 48 6C ..H...H$ ..HH..H]
00000090 OO0 00 48 c2 90 00 00 48 c2 b4 00 00 48 c3 98 00 ..H....H ....H...
00000040 00 48 c3 bc 00 00 6c 00 0O 00 6c 24 00 00 6cC 48 .H....1. ..15..7H
00000080 OO0 00 6c 6c 00 00 6c c2 90 00 00 6c c2 b4 00 OO ..07..7. ...70....
000000CO 6c c3 98 00 00 6c c3 bc 00 00 c2 90 00 00 00 c2 1....7.. ..o.u...
000000D0 90 24 00 00 c2 90 48 00 00 c2 90 6c 00 00 c2 90 .%5....H. ...1....
000000ED <2 90 00 00 c2 90 c2 b4 00 00 c2 90 c3 98 00 00 ... vinnnnn,
000000FD 2 90 c2 bc 00 00 c2 b4 OO0 00 00 c2 b4 24 00 OO0 ....vvr ounn. 4o o
00000100 «c2 b4 48 00 00 c2 b4 6c 00 00 c2 b4 €2 90 00 00 ..H....T ........
00000110 «c2 b4 c2 bd 00 00 c2 b4 3 98 00 00 c2 bd c3 bc ........ ...t
00000120 00 OO0 c3 98 00 00 00 c3 98 24 00 OO0 c3 98 48 00 ........ .§5....H.
00000130 00 c3 98 6c 00 00 c3 98 c2 90 00 00 €3 98 c2 b4 ...7. ... ........
00000140 00 00 c3 98 c3 98 00 00 c3 98 c3 bc 00 00 c3 b ... vinnnnn,s

00000150 00 00 00 c3 bc 24 00 00 <3 bc 48 00 00 c3 bc 6c ..... $.. .. H.... ]
00000160 OO0 00 c2 bc c2 90 00 00 c3 bc c2 b4 00 00 c3 bC ...iviien vinnnnn,
00000170 <3 98 00 00 c3 bc c3 bc 00 55 00 00 OO 55 00 24 ........ LU.. U8

00000180 OO0 55 00 48 00 55 00 6c 0O 55 00 c2 90 00 55 00 .uU.H.U.T .uU....U.
00000190 «c2 b4 00 55 00 c3 98 00 55 00 c3 bc 00 55 24 00 ...U.... U....US.
000001A0 0O 55 24 24 00 55 24 48 00 55 24 6c 00 55 24 c2 .uU$3.USH .uU%1.us.
00000180 90 00 55 24 c2 b4 00 55 24 c3 98 00 55 24 c3 bc ..uUS...U §...US..
000001cO 00 55 48 00 00 55 48 24 00 55 48 48 00 55 48 6C .UH..UH$ .UHH.UH]
000001D0 OO0 55 48 c2 90 00 55 48 2 b4 00 55 48 c3 98 00 .UH...UH ...UH...
000001ED 55 48 c2 bc 00 55 6c 00 OO0 55 6c 24 00 55 6c 48 UH...ul. .uUl%.UlH
000001F0 00 55 6c 6c 00 55 6c c2 90 00 55 6c c2 b4 00 55 .ull.ul. ..ul...u
00000200 6c c3 98 00 55 6c c3 bc 00 55 c2 90 00 00 55 c2 1...ul.. .U....LU.
00000210 90 24 00 55 c2 90 48 00 55 c2 90 6c 00 55 c2 90 .%.uU..H. U..1.u..

00000220 c2 90 00 55 c2 90 c2 b4 00 55 c2 90 c3 98 00 55 ...U.... .U..... u
00000230 ¢2 90 c3 bc 00 55 c2 b4 OO0 OO0 55 c2 b4 24 00 55 ..... U.. ..U..%5.u
00000240 c2 b4 48 00 55 c2 b4 6c 00 55 c2 b4 c2 90 00 55 ..H.U..T .U..... u
00000250 c2 b4 c2 b4 00 55 c2 b4 c3 98 00 55 c2 b4 c3 bc ..... U.. ...U....
00000260 00 55 c3 98 00 00 55 c3 98 24 00 55 c3 98 48 00 .uU....U. .5%.U..H.
00000270 55 c3 98 6c 00 55 c3 98 c2 90 00 55 c3 98 2 b4 u..T.U.. ...U....
00000280 00 55 c3 98 c3 98 00 55 c3 98 c3 bc 00 55 c3 bc .uU..... U ..... U..
00000290 00 00 55 c2 bc 24 00 55 c¢3 bc 48 00 55 c3 bc 6c ..U..%. U ..H.U..T ¥
Entire conversation (174265 bytes) W
Eind Save As Print | () ASCII () EBCDIC () C Arrays () Raw
Help Filter Qut This Stream Close

Filtrar los paquetes mediante la opcidén «Follow TCP Stream»
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