Enviar una cadena segura
(System.Security.SecureString
) entre un cliente y un
servidor cifrando la
comunicacion mediante el
protocolo TCP/IP usando TLS
1.2 con un certificado X509
autofirmado en PowerShell

Servidor que envia una cadena
segura cifrando la comunicacion

[crayon-6a616d18deb74924946785/]

Cliente que recibe una cadena
segura (en el método
AuthenticateAsClient se 1indica
tlsl2)

[crayon-6a616d18deb7al153586326/ ]

Resultado
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= snull
New-Object -TypeName

Cel fica

sTcpClient em. Net. Sockets. TepClient

ackets. TepListener][in

TcpClient.Connect("127.0.0.1", "1234")
Stream = $TcpClient.GetStream()

Ss1Stream $TcpStream.GetStream(), Sfalse, ({$True} -as
ver(sCertificate, $false, [System.Security.Authentication.Ss1Protocols]

§Ss1Stream = New-Object System.Net.Security.Ssl

eam §

Stream, sfalse, ({

e N T

n.I0. Streamh

§551Stream. Authenticateasclient("127.0.0.1
scertificate = $ssistream.Remotecertific

,$null,"tls12", 5False) ter $ssistream)

WD

21 (scertificatre) { word | ConvertFrom-securestring

B if (scertificate -is [System.Security.Cryptography.xsoscertificates.xsoacertifica
scertificate = New-Object -TypeName SysTem.Security.cr graphy. xsoscertificate
H
Write-Output SCertificate
20 Smensaje = New-Dbject System.I0.StreamReader $Sslstream
21
2z scredenciales = smensaje.ReadLine() | ConvertTo-securestring
23
24 SBSTR = [System.Runtime.InteropServices.Marshal]::SecureStringToBSTR((Scredenciales)) Proporcione valores para los pardmetros siguient
25  SPlainPassword = [System.Runtime.InteropServices.Marshal]::PtrToStringAuto(SBSTR)
26 sPlainPassword PS C:\Users\juan» fCertificate — New-Object System.Security.Cryptography.Xs09Certificates.xs09

Sport = "12
$mensaje = New-Object System.I0.StreamReader $5s15tream Listener = [System.Net.Sockets.TcpListener][int]$port
cpListener.start()

$credenciales = $mensaje.ReadLine() | ConvertTo-Securestring
5 $TcpListener. AcceptTepClient()

$ss1str New-Object System.Net.Security.ss1stream STcpsStream.Getstream jfalse, ({$True}

$BSTR = [System.Runtime.InteropServices.Marshal] cureStringToBSTR( (Scredenciales) 0 =
$Ss1Stream. AuthenticateAsServer (SCertificate, Sfalse, [System.Security.Authentication.SsiProto

SPlainPassword = [System.Runtime.InteropServices.Marshal StringAuto($BSTR)
$PlainPassword

$mensaj (New-Object System.IO.Streamwriter §ss1stream)
$ssistream.Dispose()
STcpClient.Dispose()

# Enviar password segu
$var = (Get-Credential).Password | ConvertFrom-securestring
Thumbprint subject

= = $mensaje.write($var)
ESDBOS 610ES 484B2EFBD341CCC1E77C5 62, $mensaje.nispos
juanito
$TcpListener. Stop

cmdlet Ger-credential en 1a posicién 1 de 1a canalizacién de comandos

Proporcione valor, r par metros

Lin. 14 Col. 13 95 %

Completado Lin. 20 Col. 56 95%



