Process Monitor v3.32

Process Monitor is an advanced monitoring tool for Windows
that shows real-time file system, Registry and process/thread
activity. It combines the features of two legacy Sysinternals
utilities, Filemon and Regmon, and adds an extensive list of
enhancements including rich and non-destructive filtering,
comprehensive event properties such session IDs and user
names, reliable process information, full thread stacks with
integrated symbol support for each operation, simultaneous
logging to a file, and much more. Its uniquely powerful
features will make Process Monitor a core utility in your
system troubleshooting and malware hunting toolkit.
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0:07:3... :nmepad EE 3868 LF Thread Extt SUCCESS Thread |D: 9052, User Time: 0.0000000. Kem...
0:074... | notepad exe 3868 E¥RegOpenkey  HKCU SUCCESS Desired Access: Read

0:074... notepad exe 3868 #LReguenkey  HKCU SUCCESS Query: HandleTags, HandleTags: B
0:074... :nmepad Exe 3868 ﬂHegOpenKey HKCUN\Saftware \Microsoft \Windows\Cument Version \Immersive Shell SUCCESS Desired Access: Query Value

0:074... | notepad exe 3868 % RegQuenValue HKCUNSOFTWARE \Microsoft\Windows"CumentVersion\Immersive Shell' TabletMode SUCCESS Type: REG_DWORD, Length: 4, Data: 0
0:074... notepad exe 3868 #4ReqClosekey  HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Immersive Shell SUCCESS

0:074... :nmepad Exe 3868 ﬁHegQueryKey HKCU SUCCESS Query: HandleTags, Handle Tags: (x0
0:074... | notepad exe 3868 #4RegOpenkey  HKCLM\Software Microsoft\Windows"DWM SUCCESS Desired Access: Query Value

0:074... notepad exe 3868 #%RequenValue  HKCU\SOFTWARE\Microsoft\Windows\DWM'\ColorPrevalence SUCCESS Type: REG_DWORD, Length: 4, Data: 0
0:074... :nmepad Exe 3868 ﬁHegCloseKey HKCUNSOFTWARE \Microsoft\Windows\DWM SUCCESS

0:074... | notepad exe 3868 E%Regllosekey  HKCU SUCCESS

0:074... notepad exe 3868 #4Reqlpenkey  HKCU SUCCESS Desired Access: Read

0:074... Mnmepad exe 3868 ﬁHegQueryKey HKCU SUCCESS Query: HandleTags, Handle Tags: (0

0:074.. " notepad exe 3868 #%RegOpenkey  HKCU\Software'Microsoft\Windows*Curment Version \Immersive Shel SUCCESS Desired Access: Query Value

0:074... rotepad exe 3868 % RequenValue  HKCU\SOFTWARE\Microsoft\Windows\Current Version\Immersive Shell\ TabletMods SUCCESS Type: REG_DWORD, Length: 4, Data: 0
0:074... Mnmepad exe 3868 ﬁFlegCloseKay HKCUNSOFTWARE \Microsoft\Windows'\Cumrent Version\Immersive Shell SUCCESS

0:074.. " notepad exe 3868 E%RegQuekey HKCU SUCCESS Query: HandleTags, HandleTags: B

0:074.. notepad sxe 1868 @%RegOpenkey  HKCU\Softwars\Microsoft\Windows\DWM SUCCESS Desired Access: Query Value

0:074... Mnmepad exe 3868 ﬁHegQueryValue HKCUNSOFTWARE \Microsoft\Windows\DWM\ColorPrevalence SUCCESS Type: REG_DWORD, Length: 4, Data: 0
0:074.. " notepad exe 3868 #%Regllosskey  HKCUNSOFTWARE \Microsoft'Windows'\DVWM SUCCESS

0:074 . [notepad exs 3068 @& Reqllosskey  HKCU SUCCESS

0:074... Mnmepad exe 3868 ﬁHegOpenK&y HKCU SUCCESS Desired Access: Read

0:074... notepad exe 3868 #LReguenkey  HKCU SUCCESS Query: HandleTags, HandleTags: B
0:074... :nmepad EE 3868 ﬂHagOpenKey HKCU\Saftware \Microsoft \Windows\Cument Version \Immersive Shell SUCCESS Desired Access: Query Value

0:074... | notepad exe 3868 E¥RegQuenValue HKCL\SOFTWARE \Microsoft\Windows"\CumrentVersion \Immersive Shell' TabletMode SUCCESS Type: REG_DWORD, Length: 4, Data: 0
0:074... notepad exe 3868 #¥ReClosekey  HKCU\SOFTWARE\Microsoft\Windows\Current Version\Immersive Shell SUCCESS

0:074... :nmepad EE 3868 ﬂHegOueryKay HKCU SUCCESS Query: HandleTags, Handle Tags: (x0
0:074... | notepad exe 3868 E¥RegOpenkey  HKCLM\Software'Microsolt\Windows \DWM SUCCESS Desired Access: Query Value

0:074... notepad exe 3868 EXRegCuenValue HKCU\SOFTWARE \Microsoft\Windows\DWM'\ColorPrevalence SUCCESS Type: REG_DWORD, Length: 4, Data: 0
0:074... :nmepad EE 3868 ﬂHagOoseK&y HKCUNSQFTWARE \Microsoft\Windows\DWM SUCCESS

0:074... | Inotepad exe 3868 E¥Regllosekey  HKCU SUCCESS

0:074... notepad exe 3868 EERequenkey  HKLM SUCCESS Query: HandleTags, HandleTags: B0
0:074... :nmepad Exe 3868 ﬁHegOpenKey HKLM\SOFTWARE\Microsoft\CTF\KnownClasses NAME NOT FOUND Desired Access: Read

0:074... | notepad exe 2868 [FACreatefile C:AWindows"System32'shellstyle dil SUCCESS Desired Access: Read Atributes, Disposition: ...
0:074... notepad exe 3868 [FhQueryBasicinfor..C:\Windows\System32\shellstyle i SUCCESS CreationTime: 16/07/2016 12:42:42, LastAcce:
0:074... :nmepad Exe 3868 @Goseﬁle C:\Windows"\System 32\shellstyle dll SUCCESS

0:074... | notepad exe 2868 [FACreateFile C:AWindows"System32'shellstyle dil SUCCESS Desired Access: Read Atributes, Disposition: ...
0:074... notepad exe 3868 [FhQueryBasicinfor..C:\Windows\System32\shellstyle i SUCCESS CreationTime: 16/07/2016 12:42:42, LastAcce:
0:074... Mnmepad Exe 3868 @Goseﬁle C:\Windows"\System 32\shellstyle dll SUCCESS

0:074.. | notepad exe 3868 EXRegluekey HKLM SUCCESS Query: HandleTags, HandleTags: B
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Showing 23.267 of 159.679 events (14%) Backed by virtual memory

For more information

https://technet.microsoft.com/en-us/sysinternals/processmonit
or.aspx
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