Autenticarse en un router de
fibra optica MitraStar

GPT-2541GNAC de Movistar y
ver las reglas del firewall

#Codificar el user y pass en Base64 y afladir como Body (Body)
$user="1234"

$pass="alsdjfals”

$pair="%${user}:${pass}"
$bytes=[System.Text.Encoding]::ASCII.GetBytes($pair)
$baseb4=[System.Convert]::ToBase64String($bytes)
$basicAuthValue="$baseb64"
$Body=@{sessionKey=$basicAuthValue;pass=""}

#Autenticarse y almacenar 1la variable de sesidn
(SessionVariable) 1login
$url="http://192.168.1.1/1login-login.cgi'
$result=(Invoke-WebRequest -Uri $url -Method POST -Body $Body
-SessionVariable login)

#Utilizar la variable de sesiodon login para ver las reglas del
firewall
$url="http://192.168.1.1/firewall-frwlRule.cmd?action=view'
$result=(Invoke-WebRequest -Uri $url -Method GET -WebSession
$login)

($result.AllElements) .outerText


https://www.jesusninoc.com/04/13/autenticarse-en-un-router-de-fibra-optica-mitrastar-de-movistar-y-ver-las-reglas-del-firewall/
https://www.jesusninoc.com/04/13/autenticarse-en-un-router-de-fibra-optica-mitrastar-de-movistar-y-ver-las-reglas-del-firewall/
https://www.jesusninoc.com/04/13/autenticarse-en-un-router-de-fibra-optica-mitrastar-de-movistar-y-ver-las-reglas-del-firewall/
https://www.jesusninoc.com/04/13/autenticarse-en-un-router-de-fibra-optica-mitrastar-de-movistar-y-ver-las-reglas-del-firewall/

5 iindows Powershell 158 X

Archivo  Editsr Ver Herramientas Depurar Complementos Ayuda

R~ = R § B x»|9 P BB @ |8 Boo|lmnmE.

| sintituloT.pst* X
1 #Codificar el user y pass en Base64 y afadir como Body (Body)
2 Suser="1234"
3  Spass="asdfasdfsd"

4 $pair="S%{user}:%{pass}"

5

6

8

9

$hytes=[System. Text.Encoding] : :ASCTIT. GetBytes(fpair)
Shase64=[System.Convert]: :ToBase64String(Shytes)
$hasicAuthvalue="%$base64"
$Body=@{sessionKey=5basicauthvalue;pass=""}|

10 #Autenticarse y almacenar la variable de sesidn (Sessionvariable) Togin
11 Surl="http://192.168.1.1/Togin-login.cgi"'
12 $result=(Invoke-WebRequest -Uri S%url -Method POST -Body S$Body -Sessionvariable Togin)

14 #Utilizar la variable de sesion login para ver las reglas del firewall
15 Surl="http://192.168.1.1/firewall-frwlRule.cmd?action=view'

16 Sresult=(Invoke-WebRequest -Uri Surl -Method GET -WebSession $login)

7 (Sresult.AllETements).outerText

ir‘esu]t:('In'V'okefWebReque‘st -Uri S$url -Method GET -WebSession $login)
($result.Al1ETements) . outerText
Web Contigurator

Incoming Rules

No.ActiveNameInterfaceFilter CriteriaActionRemoveEdit
1 Default_1990brOProtocol: TCP or UDP
Dst Port: 1990 Action: Drop

2 Default_44401brOProtocol: TCP or UDP
Dst Port: 44401 Action: Drop
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C | [ 192.168.1.1/firewall-frwlRule.crr

Incoming Rules

No. Active Name Interface Filter Criteria Action Remove Edit
Protocol: TCP or UDP B

99 . u

1 td Default_1990 bro Dst Port. 1990 Action: Drop Edit
Protocol: TCP or UDP N

2 4 Default_44401 br Dst Port 44401 Action: Drop Edit
I Protocol: TCP or UDP N

3 4 Default_7547 br Dst Port: 7547 Action: Drop Edit
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