Pasos para ejecutar Ducky
scripts en espanol con Bash
Bunny

Conectar con Bash Bunny utilizando el protocolo SCP con la
herramienta WinSCP
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Default Settings

Username: root
Password: hak5bunny

IP Address: 172.16.64.1
DHCP Range: 172.16.64.10-12
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Una vez conectado con Bash Bunny copiar el fichero JSON de
lenguaje espainol que se encuentra dentro de la carpeta
(languages)

[crayon-6a617b4621461153608294/ ]

a la carpeta

[crayon-6a617b4621467873691912/]
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& roct@17216.64.1 ' New Session
2] My documents CEE - me % languages  + (2 [[] = - M & [ FindFiles Ty
5 Upload - | [ Edit 3¢ ) [ Properties (7 [y B &
C\Users\juan'\Decuments\bash Jroot/tools/languages
Name - Size Type Changed Name Size Changed Rights Owner
Parent directory 13/04/2017 19:22:37 o 31/12/1969 16:00:08 PWT-XT-X root
5KB Archivo JSON 01/03/2017 21:49:46 | ] esjson 5KB 01/03/2017 12:49:46 W=r--r-- root
| ] usjsen 6KB  09/02/2017 22:24:40 W-r--r-- root
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Dentro del fichero payload.txt hay
variable DUCKY LANG='es'’

que tener

declarada la

[&f F\payloadsiswitch2\payload.tut - Notepad++ - X
Archivo Editar Buscar Vista Codificacién idioma Configuracion Herramientas Macro  Ejecutar Plugins  Ventana I X
o Y=y Diae my 2= B R
[ ducky_scriptb¢ £3| [ payload bt ﬂ}
©  LED GIFE
2 ATTACKMODE HID STORRGEMS
e
4  # 3et your language here#
5 LANGUAGE='es
6 DUCKY_LANG='es
7
8 LED R Giig
5 # Check for switch position to make it easier for us. (can be replaced in the future with bunny helpers) @@
10 check switch() (i@
11 switchl="cat /sys/class/gpio_sw/FAS/data’ B
switch2="cat /sys/class/gpic_sw/PL4/data
switch3="cat /sys/class/gpic_sw/PL3/data’ B
echo "-—- switchl = $switchl, switch2 = $switch2, switch3 = Sswitch3I"ig
if [ "xSswitchl™ = "xO" ] && [ "xSswitch2"™ = "x1" ] g& [ "xSswitch3™ = "x1" ]: thenl
SWITCH_POSITION="switchl"i3
17 elif [ "x$switchl"” "X1" ] && [ "xSswitch2™ = "x0" ] && [ "xSswitch3" = "x1" ]; thenifg
1 SWITCH_POSITICN="switch2"ig
elif [ "x§switchl" %1% ] && [ "X§switch2™ = "x1" ] g& [ "x$switch3" = "x0" ]; thenild
SWITCH_POSITION= switch3" g
2 elsei@
2 SWITCH_POSITION="invalid"ii@
= £
2 jCE]
25
26 check_switchili@
27
28 if [ -f "/root/udisk/payloads/${SWITCHE_PCSITICN}/ducky_script.txt" ]; thenil@
29 QUACK §{SWITCH_POSITICN}/ducky_script.cxcili@
LED G
elzcilly
LED RIE3
echo "Unable to load ducky script.txt" > /root/debuglog.txtili@
exit 108
MNormal text file length: 1.051 lines: 36 Ln:6 Col:1 Sel:0]0 Unix (LF) UTF-8 INS

Mas informaciodn

https://github.com/hak5/bashbunny-payloads/pull/39/files
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