Usar Metasploit desde
Powershell (MSFconsole)

#Realizado por Julidn Martinez

#The msfconsole is probably the most popular interface to the
Metasploit Framework (MSF). It provides an "all-in-one"
centralized console and allows you efficient access to
virtually all of the options available in the MSF. MSFconsole
may seem intimidating at first, but once you learn the syntax
of the commands you will learn to appreciate the power of
utilizing this interface.

#Listar opciones para usar msfconsole
msfconsole -h

#Listar comandos que podemos utilizar en Metasploit
msfconsole -x help -x exit

#Desplegar lista de exploits
msfconsole -x show exploits -x exit

#Desplegar lista de payloads
msfconsole -x show payloads -x exit


https://www.jesusninoc.com/05/01/usar-metasploit-desde-powershell-msfconsole/
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#Listar comandos para usar msfconsole

#The msfconsole is probably the most popular interface to the Metasploit Framework (MSF).
3 msfconsole -h

provides an “all-in-one"” centralized console and allows you efficient access to virtually all ¢

PS C:\Users\juan> #Listar comandos para usar msfconsole
msfconsole -h

usage: msfconsole [options]

Common options

-E, --environment ENVIRONMENT The Rails environment. Will use RAIL_ENV en

ronment variable if that is set.
is set.

Defaults to production if neither option not RAILS_ENV environment variable
Database options

-M, --migration-path DIRECTORY Specify a directory containing additional DE migrations

-n, --no-database Disable database support

-y, --yaml PATH specify a yamL file containing database settings

Framework options
-c FILE Load the specified configuration file
-v, —-version Show version

Module options

—-defer-module-Toa Defer module loading unless expli
-m, --module-path DIRECTORY An additional module path

Console option:
Ask before exiting Metasploit or accept 'exit -
Use the system Readline library instead of RbReadline
Output to the specified Tile
Load a plugin on startup
Do not print the banner on startup
Execute the specified resource file (- for stdim)
execute-command COMMAND Execute the specified string as console commands (use ; for multiples)
help show this message

PS C:i\Users\juam
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msfconsole -x sh

exploits -x exit

PS C:\Users\juan> msfconsole -x show exploits -x exit

[ metasploit v4.13.26-dev-e23e6seesFo04b7eds6aalisaaccoaf7ed11258h]
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Tosure Date Rank escriprion

goad Echo Command Encoder
manua Generic Shell variable Substitution Command Encoder
Tow Generic ${IFS} substitution Command Encoder
normal Per1 Command Encoder
powershell_base64 excellent Powershell Base64 Command Encoder
printf_php_mq manual printf(1) via PHP magic_quotes Utility Command Encoder
generic/eicar manual The EICAR Encoder
normal The “non Encoder
normal Eyte XORi Encoder
normal R Encoder
normal Eyte XORi Encoder
normal XOR Encoder
great PHP Base&4 Encoder
normal PPC LongXOR Encoder
normal PPC LongXOR Encoder
sparc/longxor_tag normal SPARC DWORD XOR Encoder
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