Crear un fichero PDF con el
contenido de la tabla posts
de WordPress con PowerShell

Antes de ejecutar el cédigo en PowerShell es necesario
arrancar MySQL

[5] XAMPP Control Panel v3.2.2 [ Compiled: Nov 12th 2015 ] — O >
[=] XAMPP Control Panel v3.2.2 F conta
Servics  Module PID(s) Port(s) Actions ) Netstat
Apache Start Admin Canfig Logs B shel
MySQL 3624 Admin Config Logs Explorer
FileZilla Start Admin Config Logs E' Services
Mercury Start Admin Config Logs & Help
Tomcat Start Admin Config Logs [ Qui

[Apache] Port 80 in use by "Unable to open process” with PID 41 "
[Apache] Apache WILL MOT start without the configured ports freel
[Apache] You need to uninstall/disable/reconfigure the blocking application
[Apache] or reconfigure Apache and the Control Panel to listen on a different port
[main] Starting Check-Timer
£ [main] Control Panel Ready
9 [mysaql] Attempting to start MySQL app...
[mysgl] Status change detected: running
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Comprobar la base de datos a la que nos vamos a conectar
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| Base de datos: jesusninec B Consulta g

|3 Filtro de bases de datos

V2] Jesusninoc ZOME A Nombre ~ Filas Tamafio Creade Actualizado Motor Comentario
wp_404 to_301 10K =] wp_404 to_301 0 1,0KiB 2017-09-0508:42:57  2017-08-0508:4257  MylSAM
wp_alm 24 Kig =] wp_alm 1 24KiB 2017-09-0508:42:57  2017-08-0508:4257  MylSAM
wp_blc filters 1.0KiB [ wp_ble_filters 0 1,0KiB 2017-09-0508:4257  2017-08-0508:4257  MylSAM
vop.ble_instances 6906 ki || wp_blc_instances 2.840 690,6KB  2017-09-0508:42:58  2017-08-0508:4258  MylSAM
wp_ble_links A7 MiB [ wp_ble_links 1730 27MiE  2017-09-0502:42:38  2017-03-0508:42:50  MylSAM
we_ble_synch 80,1 Kig || wp_ble_synch 1.801 S01KE  2017-09-050242:59  2017-09-05 08:42:58  MylSAM
wp_commentmeta 48,0 KiB || wp_commentmeta 0 480KB  2017-09-0508:42:50 InnoDB
wp_comments 96,0 i =] wp_comments 0 96,0KEB  2017-09-0502:43:00 InnoDB
wp_links 320Kig =] wp_links 0 320KB  2017-09-0508:43:01 InnoDB
wp_options 1.8 MiB || wp_options 2492 18MB  2017-09-05083:43:01 InncDB
wp_postmeta 45 Mit || wp_postmeta 15.279 45MiB  2017-09-0508:43:04 InneDB
wp_posts 5.2 Wi | wp_posts 2738 52MB  2017-09-0508:43:08 InneDB
wp_termmeta 408 || wp_termmeta 0 4,0 KiB 2017-00-0508:42:20  2017-09-0508:43:20  MylSAM
wp_terms 304,0 Kis =] wp_terms 1852 3040KB  2017-09-0502:43:21 InnoDB
wp_term_relationships JELLRE ] wp_term_relationships 71708 TOMB  2017-09-05 08:43:12 InnoDB v
wp_term_taxonomy 320KE | | < >
6 /* Jueg tFEmba ~
7 SHOW STATUS;
8 SHOW VARIABLES;
9 SHOW DATABASES:
18 USE "7 i N
11 /* E
12 SELE DEFAULT_COLLATIOI “information_schema® .” SCHEMATA™ WHERE ~SCHEMA_NAME  ='jesusninoc';
13 SHOW TABLE STATUS FROM "7
14 SHOW FUNCTION STATUS WHERE usninoc';
15 SHOW PROCEDURE STATUS WHERE ~ 'jesusninoc';
16 SHOW TRIGGERS FROM ~ 5=
17 SELECT ~DEFAULT_COLLATIOI FROM " information_schema” .” SCHEMATA" WHERE ~SCHEMA_NAME ='information_schema’;
18 SHOW TABLE STATUS FROM ~“inf. i chema’ ;
19 SHOW FUNCTION STATUS WHERE "D information_schema';
2@ SHOW PROCEDURE STATUS WHERE ~ 'information_schema';
21 SHOW TRIGGERS FROM ~informati chema” ;
22 SHOW EVENTS FROM ir .
23 SELECT *, EVENT_SCHE T, NT_NAME AS “Name®™ FROM information_schema. EVENTS™ WHERE ~EVENT_SCHEMA™ ='jesusninoc'; v

jesusninoc: 20 tables () Conectado: 00:00h 5 MariaDB 10.1.19 Activo durante: 00:01 h {2 UTC: 2017-09-07 6:41 @ Preparado.

Ejecutar el cddigo para crear el PDF con los datos de la base
de datos
[crayon-6a61dad4c5d0f8585376946/]

Acceso al cmd.exe mediante vulnerabilidad LFI

Se intenta en diferentes subcarpetas:

<pre class="theme:powershell-ise lang:default

decode true"=/scripts/..?7?_/winnt/system32/cmd.exe
imsadc/_?7?./.?? 1. 7?7 Jwinnt/system32/cmd exe

{ vt _bin/_ 2?1 27.0.?7_lwinnt/system32/cmd . exe</pre=

Detectado en la consulta:

=pre class="theme:powershell-ise lang.default decode true"=SELECT
AS EXPR1

FROM tabla

where [cs-uri-stem] like "% 7%’

GROUP BY [cs-uri-stem]

ORDER BY 2 desc</pre=

Bloguear el ataque utilizando la IP de origen o la cadena de entrada <strong='._??_' </strong=

[cs-uri-stem], COUNT(™)
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