
Windows  Post  Exploitation
Cmdlets  Execution
(PowerShell)

Presence
This section focuses on information gathering about the victim
host and the network that it’s attached to.

System
[crayon-6a6187e832d21738071394/]

WMI
[crayon-6a6187e832d27304165463/]
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Networking
[crayon-6a6187e832d29848373781/]

Users
[crayon-6a6187e832d2b910534940/]

Configs
[crayon-6a6187e832d2d919863849/]

Finding important files
[crayon-6a6187e832d2e633851692/]

Files to pull
[crayon-6a6187e832d2f575710513/]

Remote system access
[crayon-6a6187e832d31156281520/]

Software
[crayon-6a6187e832d32044820193/]

AutoStart directories
[crayon-6a6187e832d33827102608/]



Persistance
This section focuses on gaining a foothold to regain, or re-
obtain access to a system through means of authentication,
backdoors, etc..

Download
[crayon-6a6187e832d35374060470/]

Compress or expand ZIP archive
[crayon-6a6187e832d36291182545/]

Reg command exit
[crayon-6a6187e832d37426477406/]

Deleting logs
[crayon-6a6187e832d39264500885/]

Uninstalling software «Antivirus»
[crayon-6a6187e832d3a555474751/]

Invasive or altering commands
[crayon-6a6187e832d3b969295925/]


