HiJackThis

HijackThis is a free utility that generates an in depth report
of registry and file settings from your computer. HijackThis
scan results make no separation between safe and unsafe
settings , which gives you the ability to selectively remove
items from your machine. In addition to scan and remove
capabilities, HijackThis comes with several useful tools to
manually remove malware from your computer. However,
HijackThis does not make value based calls between what 1is
considered good or bad. It is important to exercise caution
and avoid making changes to your computer settings, unless you
have expert knowledge. Source code is available SourceForge,
under Code and also as a zip file under Files.
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Welcome to HijackThis. This program will scan your PC and generate a loq file of
registry and file settings commonly manipulated by malware as well as good
software.

Main Menu

What would you like to do?

Do a system scan and save a logfile

Do a system scan only

View the list of backups

Open the Misc Tools section

Open online HijackThis QuickStart

Mone of the above, just start the program

v Do not show this window when I start HijackThis
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Below are the results of the HijackThis scan. Be careful what you delete with the 'Fix
checked' button. Scan results do not determine whether an item is bad or not. The
best thing to do is to 'AnalyzeThis' and show the log file to knowledgeable folks.

[l F 1 - HKCU \Software\MicrosoftiInternet Explorer Main, Search Page = http:/fgo. microsoft. com/fwlink?LinkId =54896
[JRD - HKCU\Saftware\MicrosoftiInternet Explorer\Main, Start Page = http: /fqo. microsaft, com/fwlink/p/LinkId=255141
[TJR1 - HKLM\Software \Microsoft\Internet Explorer\Main,Default_Page_URL = http:/fgo.microsaft, com/fwlink/p/LinkId=25¢
[TJR1 - HKLM\Software \Microsoft\Internet Explorer \Main, Default_Search_URL = http:ffgo.microsoft, com/fwlink?LinkId =546
[TJR1 - HELM\Software \Microsoft\Internet Explorer\Wain,Search Page = http: /fgo. microsoft, com/fwlink?LinkId = 54596
[TJRD - HKLM\Software \Microsoft\Internet Explorer\Main,Start Page = http:/fgo. microsaft, com/ffwlink/p/7LinkId=255141
[(1RO - HELM'Software Microsoft\Internet Explorer\search, SearchAssistant =

[(RO - HELMSoftware\Microsoft\Internet Explorer \Search, CustomizeSearch =

[(RO - HKCU'Software WMicrosoftiInternet Explorer Main, Local Page = %11%\blank.htm

[JRD - HKLM\Software \Microsoft\Internet Explorer\Main, Local Page = C:\Windows\SysWOWa4hlank. htm

[T1RD - HKCU\Software\Microsoft\Internet ExplorerToolbar, LinksFolderMame =

[(JF2 - REG:system.ini: UserInit=

[]04 - HKCUY, . \Run: [OneDrive] “C:\Users\juanappData'Local\MicrosoftiOnelrive \Onelrive .exe”™ fbackground

[109 - Extra button: Fiddler - {CF3130DA 3-9352-4944-ADF 5-6EF 17ECF3CEE} - "Ci\Program Files (x86) \Fiddler 2\Fiddler . exe’
[109 - Extra Tools' menuitem: Fiddler - {CF819DA3-9882-4944-ADF 5-6EF 17ECF3CEE} - "C:\Program Files (x86) \Fiddler 2'Fi
[[]1011 - Options group: [ACCELERATED _GRAPHICS] Accelerated graphics

[ 017 - HELM'\System\CC5\Services Tepiph, . \W{6f44f5b 2-69e4-4cd0-948c-57 2eecaca 575 NameServer = 8.8.8.8

[1217 - HELM\SystemC5 1'Services i Topiph, . \{6f44f5h 2-6424-4cd0-9480-57 2eecaca 575 MameServer = 3.8.8.8

[ 018 - Pratocol: thauth - {14654C A6-5711-4910-BA9A-58E57167995 1} - C: \Windows\SysWowWss\thauth. dl

[1218 - Protocal: windows, thauth - {14654CAG-5711-4910-B894-58E57 1679951} - C:\Windows\SysWOwad\thauth.dll
[10323 - Service: @3%SystemRoot%esystem32\aIRouter. dll,-2 (AJRouter) - Unknowven owner - C:WINDOWSsystem32\swdh
[1023 - Service: @%%SystemRoot%e\system32\alg.exe,-112 (ALG) - Unknown owner - CWINDOWS\System32\alg. exe (file
[1023 - Service: @%systemroot®'system32\appidsve.dl,-100 (AppIDSve) - Unknown owner - C:WINDOWS \system32ian ¥
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